
Why Your 
Information 
is Safe and 
Secure with 
Weave 

We maintain and monitor strong Information 

Security Policy

Our policies are designed to protect restricted, confidential 
or sensitive data from loss to avoid adversely impacting our 
customers. The protection of data in scope is a critical business 
requirement. Our policies are continually monitored and 
reviewed quarterly by the Weave Security Team to make sure 
we are up to date with our systems and the environment.

Your data is encrypted at rest and in transit

Weave utilizes Amazon EBS encryption, and encrypts the 
following data:

Data at rest inside the volume

All data moving between the volume and the instance

All snapshots created from the volume

Encryption occurs on the servers, providing encryption of data-
in-transit from EC2 instances to EBS storage.

Regular monitoring and testing of networks

Automated and human monitoring of servers, firewall 
configurations, log files, backups, security patches, penetration 
testing and more.

Physical security on the cloud servers

AWS’s data centers are state of the art, utilizing innovative 
architectural and engineering approaches. Data centers are 
housed in nondescript facilities. Physical access is strictly 
controlled both at the perimeter and at building entrances by 
professional security staff utilizing video surveillance, intrusion 
detection systems, and other electronic means. 

Daily backups are housed in multiple facilities 

within the AWS cloud

Weave employs multiple layers of redundancy and backups of 
your data at multiple data centers within AWS cloud.

Your Trusted Weave Team 

All Weave employees have been thoroughly vetted with 
background checks, and are required to take Security 
Awareness Training and recertify annually. A strong privacy 
policy ensures you that there is no mining of your data for 
advertising purposes or 3rd party use.


